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Introduction 

1. This note provides you with some information about the implications of entering into a 
contract with the Scottish Information Commissioner (the Commissioner).  It is important that 
you read this note and keep it in a safe place for future reference. 

Freedom of Information 

2. The Commissioner is responsible for promoting and enforcing the Freedom of Information 
(Scotland) Act 2002 (the Act) and the Environmental Information (Scotland) Regulations 
2004 (the Regulations). Both laws give people (members of the public, companies, etc.) the 
right to access information held by Scottish public authorities. They also require public 
authorities to publish information proactively.  The FOI legislation is fully retrospective and 
covers existing as well as future contracts. 

3. The Commissioner is also a Scottish public authority and this means that the Commissioner 
must comply with the FOI laws and Codes of Practice.   

4. The Commissioner must also comply with the General Data Protection Regulation (GDPR) 
and the Data Protection Act 2018 (DPA 2018). 

5. The right to access information is subject to a number of exemptions. The Commissioner 
does not, for example, have to release information where its disclosure:  

• would substantially prejudice someone else’s commercial interests 

• would be an actionable breach of confidence. 

6. Even where an exemption does apply, the information may still have to be disclosed if it is in 
the public interest to do so.  

7. Personal information will only be released in limited circumstances. 

What this could mean for you 

8. The FOI legislation will affect you in two main ways if you enter into a contract with the 
Commissioner:   

• The Commissioner cannot accept confidentiality terms and conditions in a contract 
which you might normally impose in contracts with other organisations.  
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• Details about your dealings with the Commissioner (including details of the contract 
you enter into with the Commissioner) may be published or released in response to an 
information request. 

Terms and conditions 

9. You may want to provide information to the Commissioner only on the basis that it will remain 
confidential and will not be disclosed if an information request is made for it.  However, the 
Commissioner can agree to accept information in confidence only where the information is 
genuinely sensitive and therefore exempt from release.  The Commissioner will not usually 
accept a condition in a contract which says that information must not be released without 
your prior approval. 

10. Even if the Commissioner agrees to accept some information in confidence, the information 
may be disclosed at some point in the future. For example, information may be confidential at 
the time of entering into a contract, but it may no longer be confidential after the end of the 
contract. When a request is made to the Commissioner, the Commissioner has to decide 
whether to release the information at the time the request is made.  

11. As will be seen below, if you do want the Commissioner to treat information in a tender or a 
contract as confidential, you must alert the Commissioner at the time of providing it.  It is 
important that you explain in detail:  

• Exactly what information you consider to be confidential 

• Why you think the information is sensitive 

• How long the information will remain sensitive 

• Which exemptions in the Act or exceptions in the Regulations apply and why. 

12.  If the Commissioner accepts that some information should be withheld it may be moved to 
an annex of any contract to make its special status clear. 

13. The Commissioner has approved standard terms and conditions1 which are used as the 
basis for contracts entered into by the Commissioner. As regards FOISA, these template 
terms and conditions provide that 

• the parties to the contract acknowledge that the Commissioner is responsible for 
promoting and enforcing the Act and the Regulations  

• except for any Information which is exempt from disclosure in accordance with the 
provisions of the Act, the content of the contract is not confidential information 
 

• anyone who has entered into a contract with the Commissioner must assist the 
Commissioner in responding to a request for information which relates to that contract 

Request for information about you 

14. The Commissioner may receive a request for any information they hold about their dealings 
with you.  For example, if you have entered into a contract with the Commissioner, an 

 
1 These are the SIC’s Standard Terms and Conditions for Services and Services/Goods 
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information request may ask for the contract, any tenders submitted, correspondence 
between you and the Commissioner, or notes of meetings. 

15. In most cases, the Commissioner aims to respond to any requests by disclosing the 
information.  As explained above, FOI laws do allow the Commissioner to refuse to provide 
information in response to a request, but only in limited circumstances.  For example, 

• under the Act, information may be withheld if its disclosure would substantially 
prejudice your commercial interests.   

• under the Regulations, environmental information may be withheld if disclosure would 
substantially prejudice the confidentiality of commercial or industrial information.  

In most cases, however, the Commissioner will still need to be satisfied that the public 
interest in withholding the information is not outweighed by the public interest in releasing it. 

16. The Commissioner will advise you if a request for information has been made if it is 
appropriate to do so. For example, the Commissioner may contact you if the primary focus of 
the requested information is you as a business or individual, or where the Commissioner is 
aware that disclosure could significantly affect you. If you did not tell the Commissioner at the 
time of providing the information that you do not want that information to be disclosed, the 
Commissioner may not contact you. 

17. If the Commissioner does contact you about a request, it is very important that you respond 
as soon as possible, as the Commissioner must respond in full to the request for 
information within 20 working days. If you do not respond to the Commissioner, it is likely that 
the information will be released. If you do not wish some or all of the information to be 
released, you must tell the Commissioner why you do not want the information to be 
released, including the reasons for your view/s. Any views you give will be taken into 
account, but it is the Commissioner who is responsible for deciding whether to release the 
information.  

Data Protection  

18. Where the Commissioner enters into a contract which relates to the processing of personal 
data, the supplier of the goods/services under that contract will be required to agree that they 
will meet all their obligations under the GDPR and the DPA 2018 in relation to that contract. 
In particular, and as regards the contract entered into, the supplier will be required to: 

(i) provide the contact details of its data protection officer or other designated individual 
with responsibility for data protection and privacy  

(ii) comply with the terms of the data processing provisions set out in the contract and any 
written instructions given by the Commissioner (which may be specific or of a general 
nature), including with regard to transfers of Personal Data outside the European 
Economic Area unless required to do so by European Union or Member state law or 
Regulatory Body to which the supplier of the goods or services is subject to  

(iii) notify, and assist, the Commissioner of any subject access request or other request, 
complaint or communication relating to the Commissioner’s or the suppliers obligations 
under the GDPR/DPA 2018  
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Equality and Sexual Harassment Prevention Obligations  

19. All contractors, suppliers, and third parties working with the Scottish Information 
Commissioner (SIC) must comply with the Equality Act 2010 (as amended) and the Worker 
Protection (Amendment of Equality Act 2010) Act 2023. This includes: 

• Preventing harassment or sexual harassment related to a protected characteristic in all 
work related interactions with the OSIC. 
 

• Taking reasonable steps to proactively prevent harassment, including implementing 
policies, awareness measures, or training for their staff. 

 
• Ensuring all personnel supplied under the contract understand and comply with these 

obligations. 
 

• Cooperating fully if a claim is made by a member of staff at the OSIC against a contractor 
or their staff, they must support the investigation, maintain confidentiality, and act promptly, 
and may face actions such as contract termination, or exclusion from future work. 

 

Cyber Security Requirements 

20. All contractors and third parties may be asked to complete a cyber security questionnaire 
showing their current cyber security arrangements relative to risk level based on data access 
and system integration. Depending on the risk profile, we may require evidence of 
compliance with recognised cyber security standards/certifications such as Cyber Essentials, 
Cyber Essentials Plus, ISO 27001, or equivalent. Suppliers may need to explain how they 
monitor, report, and respond to cyber incidents that could affect the contract or shared 
information.  Information about subcontractors and the maturity of their security 
arrangements may be requested to ensure controls extend throughout the supply chain.  

Sustainability 

21. Contract documents may include questions or criteria on how a supplier’s operations support 
broader sustainability objectives) in line with Scotland’s sustainable procurement duty.  
Suppliers could be required to provide documentation that supports their claims (e.g., 
environmental policies, sustainability certifications, performance indicators) in a way that is 
relevant to the scale and nature of the contract.  

 

Contact us 

Scottish Information Commissioner 
Kinburn Castle, Doubledykes Road 
St Andrews, Fife, KY16 9DS 
T: 01334 464610 
enquiries@foi.scot 
 
www.foi.scot  
© Scottish Information Commissioner 2026 

You may use and re-use this information (not including logos) free of charge in any format or medium, under the terms of 
the Open Government Licence v3.0.  To view this licence, visit http://www.nationalarchives.gov.uk/doc/open-
government-licence/version/3/  

http://www.foi.scot/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
http://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/
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